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General Information

Operation Notes

1 General Information

1.1  Nomenclature

Telegrams from a PC or PLC to an RFID device: >>
Replies from an RFID device to a PC or PLC: <<
1.2  Glossary

RFU  Reserved for Future Use

UID  Unique IDentifier

VCD Vicinity card device (RFID device)

VICC Vicinity integrated circuit card (RFID data tag)

1.3 UID Output Sequence

For data tag types of the 1SO14443A and 1SO15693 standards, the output sequence is HEX-LSB-First according to the

nomenclature.

For 1ISO14443A data tag types with 7 bytes UID, the manufacturer ID (e.g. for NXP: 0x04) is designated as LSB and is given

after the size specification.

For 1ISO15693 data carrier types, the protocol identifier OXEO is designated as MSB in the ISO standard and is given at the

end of the telegram.

The LSB-byte is therefore always given first.

14 Manufacturer Identifiers

1SO14443A

There is no manufacturer identification for 4-byte long UIDs.

For 7-byte UIDs of ISO14443A data tags, the LSB is a manufacturer identifier.

Example: >>500002 22102646
<<50000B 22440008 07044969 AA 2B 2B 80 3C
07 = Length of the UID, which follows immediately
This is the UID: 04 49 69 AA 2B 2B 80
The 04 is the manufacturer identification.

1S015693

The UID is always 8 bytes long. It has the protocol identifier EO at the end and the manufacturer identifier right next to it.

Example: >>50 0003 A1 26 00 00 D4
<< 500008 A1 F5 2526 9F 00 01 04 EO 75
This is the UID: F5 25 26 9F 00 01 04 EO

The 04 is the manufacturer ID and EO is the protocol ID, which is always contained in the UID.
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2 Manufacturer-specific Commands

2.1  Notes for Data Tags of Type ISO1443A

As the successor to the Mifare Ultralight, the NTAG family offers additional functions, including a FAST_READ with which
the entire memory can be read in one go. There is no direct support for these functions in the firmware of the RFID device,
but the transfer command with the command code Ox2E can call up these and future functions of the data carrier.

The information in brackets refers to the manufacturer data sheets of the NTAG family.

Start Communication with PICCActivate

>>500002 22 10 26 46
<<50000B 224400000704 FOA8 8259498074

GET_VERSION (Chapter 10.1 page 34)

>>500001 2E 60 1F
<<5000 08 2E 0004 04 0201 000F 03 79

READ_SIG (Chapter 10.8 page 47)

>>5000 02 2E 3C 00 40
<< 500020 2E6E913A0D 8590657877 077D 11F7 2F 1484 5536 C9201C83 32 1B9F 96 6C 42 6C FD 5F 23 3C

PWD_AUTH (Chapter 10.7 page 46)

>>50 00 05 2E 1B 00 00 00 00 60 — wrong password...
<< FO 00 01 2E 01 DE — ... results in an error message

>>50 00 05 2E 1B FF FF FF FF 60 — now with correct password
<<50 0002 2E00007C

FAST_READ (Chapter 10.3 page 23)
>>500003 2E3A 000641

50 = Start of Telegram
0003 = Data Length
2E = Command Byte, PICCTransfer

3A =FAST_READ

00 = Number of the first memory page to be read

06 =Number of the last memory page to be read
41 = Checksum

You will then receive a rather long telegram in response, which may look like this

50 = Start of Telegram
00 1C = Data Length
2E = Command Byte

047306 F9 = first memory page

11 BF 6180 =second memory page
4F 48 0000 =third memory page
E1103E00 =fourth memory page
0316 D101 = fifth memory page
5555 5555 = sixth memory page

66 66 66 66 = seventh memory page
A8 = Checksum
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2.2  Notes for Data Tags of Type ISO 15693

The ST25DV64KC chip type offers a read/write memory of 8 kBytes. The standard read/write command is based on the ISO
standard and therefore only has one address byte. This means that only 256 x 4 = 1024 bytes can be addressed, or 256 x 8
= 2 kByte with the 8-byte blocks of the Fujitsu MB89R118.

The ST25DV64KC therefore has additional manufacturer-specific commands. Although these are not directly supported by
the firmware, they can be used with the PICCTransfer command (Ox2E). These extended read/write commands are
described in chapters “7.6.13 Extended Read Multiple Blocks” and “7.6.15 Extended Write Multiple Blocks” as well as
“7.6.40 Fast Extended Read Multiple Block” in the chip manufacturer's data sheet.

First, communication is opened with 12_Inventory (0xA1). Then the command PICCTransfer (Ox2E) is used for the data tag-
specific special functions.

1. Manufacturer Specific Tag Command “Fast Extended Read Multiple Blocks”

SOF is automatically prefixed by the firmware, so omit it
40 Flags
c5 Command Fast Extended Read Multiple Blocks
02 Mfg code
UID is not to be sent depending on the flags. The address bit is not set for flags 0x40, so no UID needs to be sent.
0000 Start block
0123 End block 292
CRC16 is calculated by the firmware, so omit it
EOF is automatically added by the firmware, so omit it

2. Insert Tag Command into PICCTransfer

>>5000 07 2E 40 C502 000001 23 DC

50 Start of Telegram
00 07 7 Bytes Payload
2E Command Byte, PICCTransfer
40C502000001 23 The data to be sent to the RFID data tag
DC BCC

Note

Please note that the communication protocol only allows a payload of 506 bytes!
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3 Notes for Data Tags of Type 1ISO15693

3.1 Flags

ISO15693 has a byte with flags that are used for every communication.
The flag for addressed communication and the options flag for some data tag types are important.

3.1.1 Flags1bis4

Bit# Flag Name Value Description
. 0 A single sub-carrier frequency shall be used by the data tag.
1 Sub-carrier_flag -
1 Two sub-carrier frequency shall be used by the data tag.
0 Low data rate shall be used.
2 Data_rate_flag -
1 High data rate shall be used.
0 Flags 5 to 8 meaning is according to table “Flags 5 to 8, Standard”
3 Inventory_flag . . -
1 Flags 5 to 8 meaning is according to table “Flags 5 bis 8, Inventory”
. 0 No protocol format extension.
4 ProtocolExtension_flag -
1 Protocol format is extended. Reserved for future use.

3.1.2 Flags 5 to 8, Standard

Bit# Flag Name Value Description
s Select flag 0 Request shall be executed by any VICC according to the setting of Address_flag.
- 1 Request shall be executed only by VICC in selected state.

0 Request is not addressed. UID field is not present. It shall be executed by any VICC.

6 Address_flag 1 Request is addressed. UID field is present. It shall be executed only by the VICC
whose UID matches the UID specified in the request.

0 Meaning is defined by the command description. It shall be set to 0 if not
7 Option_flag otherwise defined by the command.*

1 Meaning is defined by the command description.*
8 RFU 0 RFU, shall be set to 0.

* Handling may vary depending on the data tag type and manufacturer. Information on this can be found in the
manufacturer's data sheet.

3.1.3 Flags 5 to 8, Inventory

Bit# Flag Name Value Description

0 AFl field is not present
5 AF|_flag .

1 AFI field is present

0 16 slots
6 Nb_slots_flag

1 1 slots

0 Meaning is defined by the command description. It shall be set to 0 if not
7 Option_flag otherwise defined by the command.*

1 Meaning is defined by the command description.*
8 RFU 0 RFU, shall be set to 0.

* Handling may vary depending on the data tag type and manufacturer. Information on this can be found in the
manufacturer's data sheet.
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Operation Notes

3.2  Options Flags

Even if the chip manufacturers base their optional command codes on the 1ISO15693 standard, there may be special

features. For example, some chips expect the options flag to be set when writing. This is the case, for example, with the

Tag-it family from Texas Instruments:

Table 1-1. Command Set for Tag-it HF-l Plus Transponder

REQUEST MODE

REQUEST Ri%%EEST INVENTORY | ADDRESSED ADDNRCI)ENS-':‘.ED Select AFl | OPT.FLAG
ISO 15693 Mandatery Commands
Inventory 0x01 v - - - v i}
Stay Quiet 0x02 - v - - - 0
ISO 15693 Optional Commands
Read_Single_Block 0x20 v v v v v 0/1
Write_Single_Block 0x21 - v v v - 1
Lock_Block 0x22 - v v v - 1
Read_Multi_Blocks 0x23 v v v v v 0/1
Select Tag 0x25 - v - - 0
Reset to Ready 0x26 - v v v - 1]
Write_AFI 0x27 - v v v - 1
Lock_AFI 0x28 - v v v - 1
Write DSFID 0x29 - v v v — 1
Lock DSFID 0x2A - v v v — 1
Get_System_info 0x2B v v v v i}
Get_M_BIk_Sec_St 0x2C v v v v 0
Tl Custom Commands
Write_2_Blocks OxA2 - v v - 1
Lock_2_ Blocks OxA3 - v v - 1

v Implemented
—: Not applicable

0/1: Option flag needed

NOTE: The Option Flag (Bit 7) of the 1SO 15693 defined Request Flags must be set to 1 for all
Write and Lock commands to respond properly.

Source: Tag-it HF-I Plus TMS37112 Reference Guide (2010-04), SCBU004B

3.3  Typical Values of the Flag Byte

Flags Description

0x02 High speed, no UID required (no addressed mode)

0x22 High speed, UID must be specified (addressed mode)

0x42 High speed, no UID required (no addressed mode), option flag = 1
0x62 High speed, UID must be specified (addressed mode), option flag =1
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4 Auto-List Function in the Demo-Software

This tab is to send continuous commands to detect tags. Use this tab to detect the tag type.
This is not a configuration tab for the explicit auto-list cards configuration command 0x23.
The test software uses these commands:

For 1ISO14443A: 500002 22 10 26 46 request idle
For 1SO14443B: 5000 04 41 00 00 00 00 15
For 1ISO15693: 50 00 03 A1 26 00 00 D4 single slot inventory

[ HF DEMO V4.1

FILE PC/SC CHANNEL ABOUT EXIT
SYSTEM AUTOLIST CARDS I5014443A-3/4 l MIFARE CLASSIC ULTRALIGHT/C l DESFIRE | 15014443B | IS0136923 | 1507816 | IS012000

15014442 A
O Is014443 B

[ 150156923

[ ALL TYFES START AUTOLIST
READING SPEED 100Ms STOP AUTOLIST
100MS 1000MS

With the preset 100 ms it can happen that no 1ISO15693 type tags are shown.
[ HF DEMO Va1

FILE PC/SCCHANNEL ABOUT EXIT
SYSTEM AUTOLIST CARDS ]|50'|4443A-3/4 ] MIFARE CLASSIC ] ULTRALIGHT,/C ] DESFIRE | IS014443B | ISO13693 | ISO7816 ]lscnsul:ll:l

12014443 A
15014442 B
15015683

[ ALL TYPES START AUTOLIST
READING SPEED  100ms STOP AUTOLIST
100MS 1000MS
13.07.2023 13:49:24 ~
Mo Cards!

13.07.2023 12:49:25

No Cards!
12.07.2022 123:49:25

No Cards!
13.07.2023 13:49:25

Mo Cards!
13.07.2022 13:49:26

No Cards!

Please enlarge the reading speed to more than 150 ms for successful detection of ISO 15693 type tags:
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FILE PC/SCCHANNEL ABOUT EXIT

SYSTEM AUTOLIST CARDS I5014443A-3/4 | MIFARE CLASSIC ULTRALIGHT,/C | DESFIRE | I5014443B | IS018693 | IS07816 | ISO128000

15014442 A
15014442 B
15015683

[] ALL TYPES START AUTOLIST
READING SPEED 145ms STOP AUTOLIST
100MS 1000MS
No Cards! ~

12.07.2023 134933

One card be detected:
1IS015683 standard
UID:ES0DSCF1500104E0
13.07.2023 13:49:34

One card be detected:
1IS015683 standard
UID:ES0DSCF1500104E0
13.07.2023 13:49:34

One card be detected:
1IS015683 standard
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Revisions

5 Revisions

Version Date Notes
0.1 2023-11-22 First Issue
0.2 2025-03-31 Minor corrections
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